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ABSTRACT


The IXP1200 is a member of a family of network processors, a recently introduced class of processors especially suited to applications that involve high-speed, deep packet inspection, an example of which is a network packet filter. This network processor and its successors employ a number of architectural features to achieve their goal. It has six multi-threaded processing elements called microengines for fast path processing and a StrongARM core processor for control plane operations and resource management purposes.


This thesis evaluates the programmability of the IXP1200 network processor through the design, implementation and testing of a packet filtering application that is based on the Linux IP Tables system. Microengine and StrongARM architecture, performance and communication in addition to code size were used to determine the partitioning of tasks across microengines as well as between microengines and StrongARM processor. Control plane operations such as exception handling and filter table manipulation were placed on the StrongARM and the microengines were assigned data plane operations such as  packet examination, filtering and forwarding. A facility that allows microengines to be re-tasked to add filtering functionality during operation was also added. The MicroACE framework, a framework in which application design is in terms of a number of well-defined packet processing elements, was used to develop the application.


iii

Based on the experience of the packet filter implementation on the IXP1200, this thesis estimates the programmability and benefits of the IXP2400, a higher performance network processor of the same family.
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CHAPTER 1 INTRODUCTION

1.1 The IXP Family of Network Processors

Network Processors [Shah Thesis] have emerged as a new class of processors designed to meet the growing demands of today’s expanding Internet and its resource-hungry applications. They provide a flexible and programmable alternative to Application Specific Integrated Circuits (ASIC) and an efficient and network application specific alternative to a general-purpose processor. Network Processors employ highly parallel architectures, with a number of processing elements especially designed to enable fast packet processing, intelligent memory units and high speed buses that interface the processing elements with the memory and other units of the processor. Examples of network processors are IBM’s PowerNP NP4GS3 [IBM PowerNP NP4GS3 Product Review], Vitesse Semiconductors IQ2200 [Vitesse IQ2200 Product brief] and Intel’s IXP1200. This thesis focuses on the IXP1200 Network Processor [Intel IXP1200 Datasheet]. 

The IXP family of network processors began with the IXP1200 and has since been followed by the IXP2400 and IXP2800 processors [Intel Internet Exchange Architecture Network Processors…]. These programmable devices are based on Intel’s Internet Exchange Architecture (IXA) [Intel Internet Exchange Architecture], a packet processing architecture designed to meet the need for creating highly programmable, yet efficient devices for the Internet’s access, edge and core, as well as places where there is a need for network-centric services. The IXP1200 is purported to present the network application 

developer with an easy-to-use, highly flexible programming framework that enables him to create and deploy a varied range of network services quickly.

This focus of this thesis is the evaluation of the programmability of the IXP1200 through the implementation of one such network application, a packet filter. The IP Tables [Russell, Linux 2.4 Packet Filtering Howto] program on Linux has been chosen as a basis for the packet filter implementation. Based on the experiences and results of the packet filter design and implementation, this thesis predicts the programmability and design issues in higher performance network processors of this family, specifically the IXP2400.

The rest of this thesis is organized as follows. The following sections briefly describe the architecture of the IXP1200 network processor, concluding with a schematic outlining the typical operation of an application on the processor. Chapter 2 delves further into the hardware to identify some of the parameters that influence the design and development of applications on the processor. It takes into account the ENP-2505 embedded systems board [Radisys ENP-2505 Hardware Reference], which has at its core the IXP1200, and is the development board for the project. It also describes the MicroACE programming framework, a software framework provided to enable easy implementation of network services. The MicroACE framework [Intel IXA Software Development Kit…] is used to develop the packet filter. Chapter 3 introduces the Linux IP Tables system and the high-level view of our own packet filter that has the same features, functionality and implementation as IP Tables. Chapter 4 covers the details of the design decisions taken and implementation of the packet filter on the IXP1200. Test and results on the implemented software are presented in Chapter 5, while the extrapolation of the results to identify issues in the IXP2400 processor is the subject of Chapter 6. Conclusion and future work are the subject of Chapter 7.

1.2  Architecture of the IXP1200 Network Processor
Figure 1 shows the block diagram of the IXP1200 network processor

[ Intel IXP1200 Datasheet]. The IXP1200 is based on the Intel IXA architecture, an architecture aimed specifically at network processors. Its major components are a StrongARM core processor, six programmable multi-threaded microengines, a static random access memory (SRAM) unit, a sychronous dynamic random access memory (SDRAM) unit, high-speed bus interfaces and units for specialized functions like the hash unit. The following paragraphs describe the major components in more detail, with their intended functions as parts of the network processor.
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Fig. 1. IXP1200 Block Diagram.

  1.2.1 StrongARM Core:

The StrongARM core processor is a 32 bit RISC processor based on the ARM version 4 [Seal, ARM Architecture…] architecture. It runs at 232 MHz core frequency, and has a 16 Kilobyte instruction cache and an 8 Kilobyte data cache. The IXP1200 supports four 24-bit timers accessible by the StrongARM core. The intended function of the StrongARM processor is to run the control plane portion of the network application, that is, functions that perform control operations in the application in support of the data plane processing of the microengines. An example of a control plane activity is the management and update of the routing table on the basis of which packets are forwarded from the IXP1200 processor.

  1.2.2 Microengines:

There are six programmable microengines on the IXP1200 processor. The microengines typically perform the data plane part of the application, the actual packet processing. They have been designed with the aim of achieving the goal of wire-speed packet processing with deep packet inspection, also known as fast path packet processing. Each microengine is a 32-bit RISC processor that runs at the IXP1200 core frequency, 232 MHz on the ENP-2505 board, and is equipped with an instruction set specifically tailored to networking and communications applications. It has four hardware contexts, giving it a multi-threaded nature that is enhanced by near-zero overhead context switching. Shared by all four contexts is a large register set consisting of 128 general-purpose registers and 128 transfer registers for moving data to and from memory. Each microengine also has a 4 Kbyte instruction store. The next chapter goes into a little more detail of microengine architecture, since it is the processing element on which the core of the packet filtering algorithms are implemented.

   1.2.3 SRAM and SDRAM Units

The two memory units on the IXP1200 provide interface to SRAM and SDRAM and can be used by the StrongARM core, the microengines and other devices. The SDRAM unit provides a 64-bit data bus interface to up to 256 megabytes of SDRAM. The external SDRAM bus operates at half the core clock frequency. SDRAM can be accessed from the StrongARM core, microengines and other devices connected to the PCI bus. The SRAM unit provides interface of up to 8 megabytes of higher speed SRAM through a 32-bit bus that operates at half the core clock frequency. The SRAM can be accessed from the StrongARM core processor and the microengines. In usual operation, the SDRAM is utilized to hold large data structures and packet data while packets are transitioning from input to output ports. The SRAM typically holds control data, for example queue meta-data and routing tables.

  1.2.4 FIFO Bus Interface (FBI) Unit

The FBI unit provides an interface to a collection of hardware resources that are used by the core and microengines to aid and enhance their functioning. A few of these are described below.

    1.2.4.1 Scratchpad Memory

 The FBI unit has 1024 X 32 bits of fast scratchpad memory that can be read and written by the core processor and the microengines. In addition it supports increment and bit test-and-set operations through the microengines. The scratchpad is useful for communication of small control data between the microengines and the core processors, as well as to synthesize simple locking primitives.

    1.2.4.2 FBI CSRs

These are a set of control and status registers (CSR) used primarily for communication of status between microengines and the core processor. Microengine contexts generate interrupts on the core processor by writing two of these registers. Other functions are configuration of the hashing unit and IX bus, and inter-thread signaling, a mechanism for communication between the microengine contexts and the core processor and a 64-bit cycle count register that is incremented at every clock cycle.

    1.2.4.3 IX Bus Interface 

This interface consists of the Ready bus and the IX Bus. The IX bus is a proprietary bus from Intel that interfaces the IXP1200 with slave devices such as MAC port devices. It also enables an IXP1200 to be interfaced with another IXP1200, enabling them to communicate with each other. The ready bus controls the packet flow ordering between the MAC devices and the IXP1200 through flags. 

    1.2.4.4 Hash Unit

The microengines can use the hash unit to generate 48-bit or 64-bit hash indexes. The fast and flexible hashing operations afforded by the hash unit provide a significant enhancement to the efficiency of a network application that requires hashing operations. In this thesis the hash unit is not utilized.

    1.2.4.5 Transmit and Receive FIFOs

The FBI unit provides two FIFOs, one for packets to be transmitted to output ports, called the Transmit FIFO (TFIFO), and one for packets to be taken in, called the Receive FIFO (RFIFO). Each FIFO is a 16 element array of 64-byte slots, thus accommodating minimum sized ethernet packets. When a packet enters the IXP1200 through a port, it is transferred from the ethernet controller’s memory into the receive FIFO and then into memory by the microengines. Similarly, packets are scheduled for transmission by placing them into the slots of the transmit FIFO.

1.3 IXP1200 Normal Operation



Figure 2 below shows a schematic depicting the normal operation of an application on the IXP1200, with packet flow through the fast path, control plane and finally transmission through a port. 












Fig. 2. IXP1200 Running an Application.

CHAPTER 2 HARDWARE AND SOFTWARE BACKGROUND

2.1 The ENP-2505 Embedded Systems Board:
Figure 3 shows the block diagram of the ENP-2505[Radisys …]. For the study of the IXP1200, the platform for development was the ENP-2505 embedded systems board. The ENP-2505 contains the IXP1200 network processor and was interfaced with a Pentium IV based host machine through the PCI bus. It supports four 10/100 megabit per second ethernet ports through the IXF1440 multiport ethernet controller. The StrongARM core and the six microengines of the IXP1200 operate at 232 MHz frequency. The SRAM unit controls 8 megabytes of 32 bit SRAM while the SDRAM unit controls 256 megabytes of 32-bit wide SDRAM. Both the memory units operate at half the core clock frequency. It has 8MB of flash memory on which is burnt a RAM disk.

The ENP-2505 board is connected to the host machine in two ways. The first, as mentioned, is through the PCI slot. It also has a serial port that is connected to the host’s serial port.  In the normal mode of operation, the board is first booted by downloading the operating system kernel through the serial port. The StrongARM core processor runs embedded Linux. Once the kernel has booted, a super-user session is started through the serial terminal. The board has a RAM disk burnt into its flash memory, which is mounted as root directory. 







Fig. 3. ENP-2505 Block Diagram.

Device drivers that present the PCI bus as a standard ethernet interface are then loaded. Once the virtual interface is configured from the StrongARM as well as the host, communication can be carried out over the PCI bus using standard TCP/IP protocols. Figure 4 illustrates the configuration of the ENP-2505 board in the normal mode of operation.







 Fig. 4. ENP-2505 Configuration.

2.2 Software Environment

As mentioned before, the StrongARM core processor runs an ARM version of the Linux kernel. The software development environment is comprised of the following major elements:

Cross-compilation tool-chain: Programs written for the StrongARM Linux kernel can be compiled and built using the cross-compilation tool-chain provided along with the board. The cross-compilation tool-chain itself is built for a Linux kernel.

The microengines can be programmed using IXP Microcode [Intel IXP1200 Microcode Software Reference Manual], an assembly language developed by Intel or a modified C-like language called MicroC [Intel IXP1200 MicroC Compiler…] a compiler which can be licensed through Intel. The microcode assembler, linker and loader, are supported for Windows NT/2000 operating systems. 

The setup used during the implementation of the thesis was a single Pentium IV based host machine with the ENP-2505 board in one of its PCI slots. The host runs the Linux kernel, which makes development of StrongARM programs easy. For microengine development it was necessary to have Windows 2000. Our system used VMware [VMware] software to run a Windows virtual machine on top of the host Linux operating system, over which the Developer Workbench was installed. The parts of the workbench used were the assembler, linker and loader. Microengine development was carried out in microcode. StrongARM core development was carried out in C/C++.

2.3 Hardware Issues in IXP1200 Development

This thesis is an attempt to evaluate the IXP1200 hardware for its programmability, by way of implementing a typical network application that this processor is designed to run. Given this goal, it is essential to consider each component of this network processor to determine its influence on the design of the application, with the best possible implementation in mind, in terms of performance, extensibility and robustness. Following is a discussion of the key elements of the IXP1200 network processor in terms of their influence on network application design.

  2.3.1 Microengines

The function of fast-path processing is performed primarily on the microengines. There are six programmable microengines on the IXP1200, each of which runs independently and can be programmed independently. As mentioned in the previous chapter, these microengines are multi-threaded RISC processors designed to perform fast data plane operations. Consequently, the microengines would hold the core part of the network application, the one that performs packet processing tasks, in a typical implementation. The following attributes of microengines influenced our packet filtering application:

Instruction Store: Each microengine is equipped with a 4 kilobyte instruction store for program execution. As each microengine instruction is four bytes long, this results in a microengine capacity of 1 K instructions, to be shared by all four contexts of the microengine. This factor places a limit on the amount of code that can be fit in a single microengine, and thus influences application design in terms of how much of it can be offloaded to the microengines, the number of microengines to be utilized and how to best handle the communication between microengines and the core processor so as to make the various components work in tandem. A part of this thesis is the determination of the amount of functionality that can be implemented on the microengines, as governed by the instruction store capacity of each.

Register set: Microengines are equipped with a large set of registers. There are 128 general-purpose registers (GPRs), 68 SDRAM transfer registers for transfer from and to SDRAM, and 64 SRAM transfer registers for transfer from and to SRAM, FBI unit registers and scratchpad memory.

Each microengine has four independent program counter registers (PC) that hold state for each of the four contexts. The registers of the microengines can be addressed in two ways, as thread local registers and global registers. The 128 GPRs are divided into 4 sets of 32 GPRs each, such that microcode instructions can access registers of only one of the sets as local registers, depending on the context. The transfer registers are similarly divided into 4 sets. This is shown diagrammatically in figure 5.




Fig. 5. Register Set and Contexts of a Microengine.

Moreover, the registers are divided into two banks, A and B, such that the arithmetic and logic unit (ALU) of the microengine must have one operand from the A bank and the other from the B bank. The number of registers per context has an indirect effect both on the size of microcode implementing a particular function, as well as the performance. This is because they dictate the amount of data that can be held in the registers of the microengine. If there is more data than can be handled by registers, for example, some data will have to be stored in memory and as required, transferred in and out of it, resulting in more code, and the performance penalty cause by memory latency.

  2.3.2 Memory

The IXP1200 can store data into three types of memory – upto 256 megabytes of SDRAM, upto 8 megabytes of SRAM and 8 kilobytes of scratchpad memory in the FBI unit. The two factors influencing the selection of memory type to store data are speed of access and the total amount of memory.  Memory latency is most in SDRAM and least in scratchpad memory. Typical IXP1200 applications use the three memories in the following manner:

SDRAM: The largest amount of memory is available in SDRAM, which makes it ideally suited to hold packet buffers while they are transitioning into and out of the processor, and while they are being processed within the microengines and core processor. 

SRAM: This memory is faster than the SDRAM and can be used to hold control information, meta-data and other application data structures used by the microengines and the core processor. 

Scratchpad memory: This is the fastest memory on the IXP1200 and can thus be used by the microengines and the core processor to hold small amounts of data required for quick access. 

SDRAM map: On the ENP-2505 system, the SDRAM is divided as follows. Of the 256 megabytes, the Linux kernel uses the first 128 megabytes of SDRAM. Out of the remaining 128 MB, 48 MB of SDRAM is available for the microengines to store packet buffers and other data, and share it with the core processor. 

  2.3.3 Microengine-Microengine and Microengine-Core communication

The design of the IXP1200 lends itself to the implementation and execution of applications that are highly parallelizable in nature. With the inherent parallelism realized by the six multi-threaded microengines and the StrongARM core processor the IXP1200 is rendered suitable for the design of applications distributed across the processing elements in order to achieve performance efficiency, by way of running relatively independent components simultaneously. Therefore it becomes necessary at various points during the overall application for there to be some form of communication between the microengines and the core processor, whether it is data or signaling events. The packet filtering application implemented uses various mechanisms available on the IXP1200 for communication, after careful consideration of the advantages and pitfalls of each.

Data in the form of control variables, queues or data structures can be exchanged between microengines and the core processor using all the three memory units. For small control data, the 8KB scratchpad memory is best suited for use. For larger data structures like queue meta-data and packet buffer meta-data, the SRAM is the most suitable alternative. 

Microengines react to a variety of signals. For communication purposes, microengines can signal each other with the help of the FBI unit, by writing into a register of the FBI Unit. This signal is called an inter-thread signal, and can be activated on a per-thread basis from the microengines as well as from the StrongARM core processor. The interface for catching a signal by a context is a simple branch instruction that makes a branch decision based on the absence (presence) of a signal for that context.

Polling, Signaling and Interrupts can also be used. The availability of data can be indicated through signals in the case of microengines, interrupts in the case of the StrongARM core or by polling. Prior research [Mogul and Ramakrishna, Eliminating Receive Livelock…] has indicated that when the frequency of a particular event is high, interrupting a processor leads to unwanted overhead, so that the better option is to poll for frequent events. Our packet filter thus makes the choice between polling and interrupts based on the frequency of the particular event. The StrongARM core can be interrupted by the microengine threads through the process of writing to a register in the FBI unit. The core can also determine the thread number of the interrupting thread by reading that register.

2.4 Programming Model

Most network applications can be organized into several functional units that result from a structured programming model. In most cases the unit of communication between these units is the packet buffer and its meta-data. These software functional units are also structured such that there is a significant potential for their reuse in different applications. As a result a common way of visualizing an application is as a collection of such functional units, or modules that perform particular tasks, with the flow of control established by the traversal of packets between these modules, as governed by the overall functionality of the application [Montz et al, Scout…]. As an example, a simple forwarding application can be designed so as to be comprised of three modules, the ingress module which takes in input packets from the input interface, the forwarding module that performs route lookup based on the packet header and determines the output interface to which the packet is destined, and the egress module, which performs the actual transmission of packets from the output queues through the interfaces. The path that the packet follows is from the ingress module to the forwarding module and from the forwarding module to the egress module, as shown in figure 6.



Fig. 6. Packet Path in a Forwarding Application.

This model has two basic advantages:

· Flexibility – Application design becomes very easy, as new functionality can be implemented as a new module, and a new path can be created for the packet to traverse, resulting in the addition of the new functionality to the overall application. 

· Performance – This software model lends itself to easier and better implementation on a network processor such as the IXP1200, which has a number of independently running processing elements. For example, the forwarding application mentioned above can be designed so as to run the ingress, forwarder and egress modules on different microengines, with queues in between for packet buffers. The IXP1200 was, in fact, designed to support this kind of processing.

The ACE framework and its MicroACE extensions provided by Intel for the IXP1200 are used for the design of applications that follow the software model described above. The MicroACE framework is used extensively to implement the design of our packet filter. In the following section we briefly describe the MicroACE framework with attention to the features that have been taken advantage of in this thesis. Also mentioned are some of its shortcomings and the way they have been dealt with.

  2.4.1 The MicroACE Framework

    2.4.1.1 ACE

In the programming framework provided for the IXP1200, an Active Computing Element, or ACE framework [Intel IXA Software Development Kit…], encapsulates the tasks or modules that perform independent packet processing functions. An ACE runs on the core processor of the IXP1200 and has one or more inputs, a processing body and one or more outputs. A processing module can be created as an ACE by defining a standard set of functions, some of which are responsible for initialization, configuration and termination. The inputs and outputs are known as targets. The standard operation of an ACE is as follows:

1. A packet arrives at the ACE via one of its input targets. 

2. The standard function that forms the processing body of the ACE is called by default whenever a packet arrives on any of its input targets. This processing body should implement the functionality intended for the ACE.

3. As a result of the processing of step 2 the fate of the packet is decided. It can be dropped, passed to the next ACE or transmitted. The act of passing it to the next ACE is accomplished by sending the packet to one of its output targets.

    2.4.1.2 ACE binding

As shown in Figure 6, a packet must traverse a path of modules in the application. The paths between the modules, in this case ACEs, are established by binding. An output target of one ACE, say A, can be bound to an input target of another ACE, say B. Thus when the ACE A writes a packet to its output target, ACE B will receive that packet on its input target that is bound to that output target. In this way a path between the ACEs A and B is established, which packets traverse during operation. Binding a set of ACEs together creates the entire application. The equivalent of figure 6 in terms of ACEs is figure 7.




Fig. 7. Forwarding Application in terms of ACE.
    2.4.1.3 The Object Management System and ACEs

A very important part of the ACE framework is the Object Management System (OMS). The OMS is primarily responsible for the management of ACEs in the system, by provided an Object-based view of the ACEs. The services provided by the OMS are:

· Creation, destruction and configuration of ACEs

· Binding ACEs to form traversal paths for packets

· Communication between ACEs and the outside world

In the last point above, the outside world consists of programs that are built outside of the ACE framework. A program outside the programming framework might, for example, be responsible for certain management functions, such as the manual updating of route tables. The mechanism for communication between a task and an ACE is through the cross-call mechanism. This is a CORBA like system in which an ACE implements an Interface Definition Language (IDL) interface and exposes it to the outside world through the OMS. The task that wants to communicate with the ACE obtains a reference to it from the OMS and calls a function exposed in its interface. In our packet filter, the addition of new packet filtering rules is accomplished by using the cross-call mechanism. In this thesis these kind of activities are referred to as management plane activities.

    2.4.1.4 MicroACE

As mentioned earlier, an ACE runs on the StrongARM core processor of the IXP1200 and is also known as a conventional ACE. An accelerated ACE, on the other hand, is comprised of a part that runs on the core processor and another part that runs on another processor. MicroACEs are accelerated ACEs in which a part runs on the core processor and the rest on one or more microengines. A MicroACE thus extends the ACE model to involve the microengines, thus enabling the use of the software model in programming the IXP1200’s microengines as well as the StrongARM core processor. 

With the help of MicroACEs one can design a network application for the IXP1200 that contains the fast-path processing portion in the microengines. A MicroACE consists of two logical components. One component runs as a conventional ACE on the core processor. The other component runs on the microengine(s) and is called the microblock. In usual operation, the conventional ACE portion is responsible for control plane operations while the microblock performs data plane functions. Again we show the previous forwarding application example, this time with MicroACEs, in Figure 8.






Fig. 8. Forwarding Application with MicroACEs.

Here packets may traverse either the arrow labeled 1 or the arrow labeled 1a, depending on whether there has been an exception. Similarly, the packet can traverse either route 2 or 2a, depending on whether the packet requires to be directly transmitted or to be processed further in the microblock.

A microengine may run more than one microblock. In the previous example, the microblocks for the ingress and forwarding MicroACEs could be running on the same microengine. Microblocks are usually implemented as microcode assembly macros. Therefore control flow in a microengine is determined by a dispatch loop, which calls the microblock macros in turn. The effective partitioning of tasks among microengines is a key objective of this thesis, and will be further delved into in the chapter on implementation.

    2.4.1.5 Communication between MicroACE components

When an application is designed using MicroACEs, packet flow and control flow through the application will be determined by various modes of communication between the various parts of the application. Table 1 shows the major kinds of communication that can taken place, with respect to source and destination.

Table 1.

Data Communication Between Software Components in MicroACEs.

	Source
	Destination
	State
	Mode

	Microblock
	Microblock
	Same Microengine Context
	Locally addressed registers

	Microblock
	Microblock
	Different Context
	Globally addressed registers

	Microblock
	Microblock
	Different microengines
	Memory queues

	Microblock
	Core component (conventional ACE)
	--
	Memory queues (Exception packets)

	Core component (conventional ACE)
	Microblock
	--
	Memory queues

	Conventional ACE
	Conventional ACE
	                --
	Target mechanism


In normal operation, packets traverse the fast path, that is, control flows through the microblocks, from the input microblock to the processing or transform microblocks to the output microblocks. There may be exceptional conditions wherein a packet either requires or triggers operations on the core component, which consume more cycles. This is handled by the exceptions mechanism, wherein the packet is placed on a microengine to core memory queue and an exception is flagged on the core component. The core component calls the exception handler function implemented by the developer to perform the additional operations required. It can then pass the packet back to its microblock via a core to microengine memory queue. It can also pass it to another ACE on the core, using the target mechanism.

    2.4.1.6 Symbol Patching and the Resource Manager

Data is shared between the core component and the microblock of a MicroACE through memory, whether it is SRAM, SDRAM or Scratchpad. For proper data sharing between these two components, it must be ensured that the core component and the microblock of a MicroACE agree on the memory addresses that hold the shared data. This is accomplished through symbol patching, which is performed during the initialization phase of the application. 

The memory for the data structure to be shared is allocated by the core component during its initialization.  The address of the start of this data structure is shared with the microblock. When the microblock of a MicroACE is implemented, the address of the data structure in memory is not known during the development, because memory for the data structure is allocated only during initialization. The microblock thus contains import statements for variables that result in the creation of place-holders for those variables wherever they are referenced in the microblock in the microcode image file that contains the linked microcode. These place-holders are filled in by the core component with the actual values, usually physical offsets to the base address of the shared data structure, through the process of symbol patching during initialization. 

Symbol patching is a service provided by the resource manager, a driver and library that exposes API to manage IXP1200 resources. The allocation of resources such as microengines, contexts, receive and transmit FIFOs and memory is accomplished in the MicroACE Framework through the resource manager. Services of the resource manager are available on the core processor through a library of functions available through a user API, and are used mainly during the application deployment phase. During runtime the resource manager is used primarily for the allocation and de-allocation of the various kinds of memory on the ENP-2505.  

CHAPTER 3 PACKET FILTER DESIGN

This chapter discusses the IPv4 [Information Sciences Institute, USC RFC 791: Internet Protocol…] packet filter that has been implemented on the IXP1200. The implemented packet filter is based on the IP Tables system on Linux. First the rationale for choosing this application for implementation is presented. The functionality of IP Tables is then discussed. Finally its design and implementation on the Linux operating system and its corresponding port to the IXP1200 system is ventured upon. The next chapter discusses the detailed implementation of the packet filter on the IXP1200.

3.1 Rationale

The IXP1200 system is aimed at bandwidth hungry network applications and services, especially on the network access, edge and core. While services like routing, forwarding etc. have been explored adequately in terms of design at implementation on the IXP1200 [Spalink, Karlin, Peterson, Gottlieb, Building a Robust…], packet filter implementation remains relatively untried. Being a pervasive network application that places adequately high demands on resources like memory and CPU time, packet filtering was a suitable choice to test the programmability of the IXP1200 network processor.

The choice of IP Tables as the basis of the packet filter was driven by a number of factors. The most important one was that the design of the IP Tables system is inherently modularized, such that extending it involves implementing a small library of functions and a driver module. This has resulted in a design that has kept the various packet filtering extensions as isolated and well defined groups of functions. For example, the core part of the system filters packets by looking at the IP headers. Filtering based on TCP headers is a well-defined group of functions, used only when TCP header based rules are added to the filtering table. Since one of the goals of the thesis is to explore the dynamic re-tasking of microengines during the operation of the packet filter, advantage of this particular feature of IP Tables was taken. Dynamic re-tasking is triggered by the addition of a TCP header based rule to the filtering table. Since IP Tables has been implemented on Linux and the StrongARM core runs Linux, part of the user interface of IP Tables was used unchanged, leading to shorter development period. Lastly, the availability of IP Tables as an open source software system gave it the obvious edge over other implementations for porting it to the IXP1200.

3.2 IP Tables Functionality

The IP Tables system is a part of the packet filtering infrastructure built for the Linux operating system. The framework actually consists of two distinct parts:

1. Netfilter is a set of hooks at various points inside the Linux kernel’s network stack. At any of these hooks, a callback function can be registered that operates on the network packets that arrive at the hooks. When the packets reach that part of the kernel’s TCP/IP stack, the kernel invokes all the functions registered at the hook.

2. IP Tables consists of a set of modules that maintain tables of rules that a packet must match for a corresponding action to take place. Tables correspond to the kind of manipulation that is done to packets that match any of the rules within the table. Accordingly there may be an ordinary filter table, a NAT table for network address translation or a mangle table for packet mangling, among others. A table consists of a number of chains, a chain corresponding to a netfilter hook, such that a packet arriving a particular hook has to traverse the rules of the corresponding chain in the table. 

The netfilter part of the infrastructure is actually a part of the Linux network stack. Since the packet filter is implemented for the IXP1200 microengines as a part of this research, the netfilter portion of the system was not involved. Instead, the netfilter hooks were emulated by directly inserting the filtering microcode at relevant points in the path taken by packets in our application. 
3.3 IP Tables Design

The IP Tables system consists of a number of modules implementing a variety of services based on packet inspection and manipulation. The chief object of this research being packet filtering, this chapter focuses on the filtering portion of IP Tables. 

  3.3.1 IP Tables Data Structures

The function of IP Tables is to make a packet traverse a set of rules that specify the parts of packets to match with specific values or ranges of values. If a packet passes the match, a corresponding action as specified in the rule is taken. The main actions include accepting the packet, dropping the packet and continuing to the next rule. Rules are organized as follows:

1. Tables – for each type of packet examination (e.g. filtering, NAT etc.), rules are contained in a table. For example, for packet filtering there is a filter table, for NAT there is a NAT table and so on. At relevant points in their path through the network stack (hooks in the kernel) packets traverse the tables that have been registered at those points.

2. Chains – Each table is divided into a number of chains corresponding to a hook. An INPUT chain for example, contains rules that should be traversed by a packet that is destined for the same host, when it comes in. The filter table has three chains:

a. INPUT – this chain, as mentioned earlier, contains rules for which a packet must be examined, when it is destined for the host, when it enters the host. 

b. FORWARD – this chain contains rules for packets that have to be forwarded to another host. This chain is used before the packet is forwarded through a routing table.

c. OUTPUT – this chain contains rules for packets that originated from the host and are destined to some other host. The packet traverses this chain just before it is transmitted through the output network interface.

3. Rules – A rule, represented by a struct ipt_entry data structure, consists of specifications on values or ranges of values that particular parts of the packet must match in order to pass that rule. These specifications are in the form of a match structure. There may be more than one match structure depending on the parts of the packet to match. Since it is an IPv4 packet filter, the basic header to match is the IP header. The relevant structure is called struct ipt_ip (see Appendix A), which specifies values for which the IP headers of packets should be examined. Additional examination would require more matches. For example to match the TCP header, a tcp_match (see Appendix A) structure is defined, which has to be specified. Once a packet is examined for all the matches contained in the rule, it the match is successful, the action specified in a target structure that is also a part of the rule is taken. The structure of the filter table is illustrated in figure 9(a) and the structure of an individual rule is depicted in figure 9(b).
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Fig. 9. Structure of Filter Table and Rule Structure in IP Tables.

  3.3.2 Packet matching algorithm

Given the data structures described above for rule-sets, the packet matching algorithm is straightforward. Below we list the algorithm for the examination of packets for the filter.  At each hook in the protocol stack, a different chain of rules inside the filter table is referenced. When the packet is destined to the local host, the INPUT chain is referenced. If it is destined to be forwarded to another host, the FORWARD chain is referenced and if the packet originates from the local host and is to be transmitted outside, the OUTPUT chain is referenced.

      Algorithm:

1) If this is the last rule of this chain, it will match the rule. The last rule of each chain by default accepts all packets. The target associated with that rule is said to be the default policy for that chain.  According to the action specified, do the following:

a. ACCEPT – accept the packet, i.e., let the packet pass through to the next level of the protocol stack. 

b. DROP – discard the packet, and free it’s buffer space.

2) For each rule in the table do the following

a. Match the IP header of the packet with the values in the ipt_ip structure of the rule. If the packet header matches, jump to the end of the ipt_ip structure, to the start of the match structures, if there are any, and go to step b. If it does not match, jump to the next rule of the chain, and go to step 1).

b. If there are no more matches, go to step c. Otherwise perform the following:

· Perform the function specified in the match structure. The function examines the portion of the packets that it is interested in, and returns a value indicating a successful match or a failed match. For example, if it is a tcp_match structure, the function will examine the TCP header of the packet according to its algorithm.

· If the match function returns a successful match, jump to the end of this match structure, to where the next match, if any, should begin. Go to b. If it returns a failed match, jump to where the rule next should begin, and go to step 1) for that rule.

c. According to the action specified in the target, do the following:

· ACCEPT – accept the packet, i.e., let the packet pass through to the next level of the protocol stack. 

· DROP – discard the packet, and free it’s buffer space.

  3.3.3 IP header matching algorithm

The function that matches the IP header of packets makes use of the ipt_ip structure that is contained in the rule. The ipt_ip structure contains the following values:

1) Source IP address – the value with which to compare the source IP address in the IP header.

2) Source IP mask – the mask specifies the part of the source IP address to be compared with the field described in 1. A zero will match all addresses.

3) Destination IP address – the value with which to compare the destination IP address in the IP header.

4) Destination IP mask – the mask specifies the part of the destination IP address to be compared with the field described in 3. A zero will match all addresses.

5) Protocol – The protocol value that the IP header should contain. A zero matches protocols.

6) Input interface – The name of the interface through which the packet arrived. 

7) Output interface – The name of the interface to which the packet is destined.

8) Flags and Fragment Offset – This 16-bit field specifies if the rule applies to a fragment or a non-fragment. If positive, the rule applies only to fragments. Higher level protocol packets whose length exceeds the maximum transmission unit of the MAC device are divided into fragments. For example, a large TCP packet will be broken down into several fragments and only the first fragment will contain the TCP header. The rest will be recognized through fragment offsets.

9) Inverse flags – the inverse flags field is a mask that indicates which of the header attributes should inversely match the ones specified in the structure. For example, if the bit corresponding to source IP address is set, then the source IP address of the header should not match the IP address field of the ipt_ip structure.

The algorithm uses this data structure to examine the fields in the IP header of the packet that has arrived, and returns the status of the match, i.e., success or failure, to the calling function. 

  3.3.4 TCP header match algorithm

The function that matches the TCP header of packets makes use of the ipt_tcp structure that is contained in the rule. The ipt_tcp structure contains the following values:

1) Source Port Range – this is an array of two short integers, a minimum port number and a maximum port number. The source port number of the TCP header should fall between these two values. By default, the minimum port number is 0 and the maximum is the maximum short integer value, indicating that all port numbers will match.

2) Destination Port Range – this is an array of two integers as with the source port, and has the corresponding meaning.

3) Flags – This bit mask indicates which TCP flags should be set in the TCP header of the packet.

4) Flags Mask – This bit mask indicates the flag bits of the TCP header to be examined. The Flags and then Flags mask fields together determine the kind of matching that has to take place. This means that out of the flags specified in the Flags mask bit mask, only the flags specified in the Flags field should be set, and the rest should be unset. 

5) Options – The options field represents a particular TCP option, and indicates that that option should be present in the TCP header for a successful match.

6) Inverse Flags -  this field has the same meaning as the Inverse Flags field of the ipt_ip structure described earlier.

The algorithm uses this data structure to examine the fields in the TCP header of the packet that has arrived, and returns the status of the match, i.e., success or failure, to the calling function. 

  3.3.5 User Interface

IP Tables provides a command line interface that enables a user to manipulate the filter tables. The user can append a new rule to the table, delete a rule from the table, insert a rule at a specific place in the table and replace a rule with another rule. 

In the Linux system, the user interface is implemented by a set of user space libraries, and the actual packet filtering system is comprised of kernel space modules. The data structures representing rules and tables are the same in user space as well as kernel space. When a user issues a command that affects the filter table, a set of activities takes place. The library first issues a getsockopt() system call, which copies the data structure representing the current filter table in kernel space into user space. The same data structure is modified in user space, by making the appropriate changes as specified in the user’s command. Finally, a setsockopt() system call is issued, passing the newly modified data structure representing the filter table to kernel space. The kernel space portion of IP Tables replaces its current filter table by the data structure that it takes in via setsockopt(). 

3.4 IXP1200 Specific Design

This section describes how the major parts of the IP Tables design are mapped to its IXP1200 specific implementation. In terms of a typical network application, the various components of IP Tables as described in the previous sections are mapped into the following planes:

1) Data Plane – The data plane, or the fast path portion of IP Tables comprises the actual packet filtering algorithms. Consequently, these algorithms have been implemented on the microengines, which are the fast path processing elements of the IXP1200.

2) Control Plane – the control plane consists of the portion of the application which manipulates the filter table in memory. Also present is the control plane functionality of the forwarding module of the application. The control plane is implemented on the StrongARM core processor.

3) Management Plane – the management plane consists of the user interface of IP Tables. The IP Tables user interface enables a user to manipulate the filter table. The user interface is implemented on the StrongARM core processor.

The microengines of the IXP1200 perform fast path operations and are primarily utilized to process packets that are to be forwarded through various interfaces supported on the IXP1200. 

The INPUT chain is referenced for packets that have their destination address as the address of one of the interfaces on the IXP1200 itself, that is the packet is bound for the IXP1200. In this case the packet will be given to the core processor through an exception, and will end up traversing the Linux network stack. Since the IXP1200 is designed primarily for applications that involve packet redirection through other interfaces, it is fair to assume that packets that are destined for the IXP1200 will be relatively infrequent, and can thus be serviced at the core processor itself. A similar reasoning can be applied to the use of the OUTPUT chain. Therefore, the utility of the INPUT and OUTPUT chains is limited. The chain that has maximum utilization is the FORWARD chain, as it is the one used to filter forwarded packets.

As a result, one of the design decisions was to implement only the FORWARD chain filtering code in the microengines. The INPUT and OUTPUT chains would be handled on the core processor. Thus, if a packet was destined for an IP address of the IXP1200, it would be passed by the microengines to the core processor by way of an exception. Packets outbound from the IXP1200 core processor would be filtered on the basis of the OUTPUT chain before being scheduled for transmission by the Egress microblock.

CHAPTER 4 PACKET FILTER IMPLEMENTATION

In this chapter the detailed implementation of the packet filtering software for the IXP1200 is described. The packet filtering is based on the Linux IP Tables system. The implementation details include the task partition across the microengines, the control plane functionality on the core processor, the management plane in terms of manipulating the kernel table, and the re-tasking of microengines. This chapter builds on the information presented in the previous chapter by giving additional implementation details of the various components of the packet filter. 

4.1 Design of the Packet Filter

The IXP1200 specific design of the packet filter aims at distributing the tasks of the IP Tables system into a number of software components based on the MicroACE framework. The tasks are also to be distributed appropriately across the microengines and the StrongARM core processor. Accordingly, the division of the various parts of the application is described first in terms of the ACE and MicroACE components. Then the implementation of the components is described in detail with respect their target processing elements (microengines v/s StrongARM core). 

  4.1.1 Software Components

The packet filter is implemented partly within the MicroACE framework and partly as a normal Linux process over the StrongARM core processor. 

    4.1.1.1 The user interface 

The user is presented a command line interface with which he or she can manipulate the filter tables, as discussed in the previous chapter. This is the iptables command, which along with a set of options is used to add, delete, insert and replace rules in the filter table. The Linux IP Tables implementation includes the command line interface as an executable and a set of libraries. For this particular implementation, the user interface code was used as it is [Russell Linux 2.4 Packet Filtering Howto], with added code to interface with the MicroACE. This is explained in detail in a later section.

The rest of the functionality of IP Tables is distributed across a set of MicroACEs. These are the Ingress MicroACE, the PacketFilter MicroACE, the Egress MicroACE and the Forwarder MicroACE. Each of these is described below:

    4.1.1.2 Ingress MicroACE

This has been provided with the IXA SDK [Intel Internet Exchange Architecture…]. It handles the tasks associated with packet arrival. It first checks the ready bus through the FBI unit for availability of packet data. If available it signals transfer of the data into the receive FIFO and then allocates an SDRAM memory handle. Thereafter it initiates the transfer of the packet data into the SDRAM while performing sanity checks on the header. The Core component of the Ingress ACE performs initialization, association of logical IP address and MAC ethernet addresses to the interfaces that it services, and also provides a cross-call API to enable manual configuration of the network interfaces from user level programs.

    4.1.1.3 Egress MicroACE

This has been provided with the IXA SDK. It handles the tasks associated with packet transmission. The microblock of the MicroACE polls the output queues for packet availability in a round-robin fashion. Each output queue is associated with one port, and holds packets that are to be transmitted through that port. If the packets are available it initiates data transfer into the transmit FIFO and requests transmission of the packet through the FBI unit. The core component of the MicroACE handles initialization of shared data structures and performs exception processing.

    4.1.1.4 Forwarder MicroACE

This has been provided with the IXA SDK and performs level 3 forwarding of packets. The microblock component takes as input a buffer handle and performs a lookup for the next hop in a route table that is maintained in the SRAM. There may be many exception conditions that occur, like the absence of routes for a particular destination, or the packet being an ARP [Plummer, RFC 826…] message or an ICMP [Postel, RFC792…] control message. In all these cases it routes the packets to its core component. If route lookup is successful, however, it en-queues the packet into the output queue associated with the interface through which the packet must be transmitted, wherefrom it is extracted and transmitted by the Egress microblock. The core component of the Forwarder MicroACE performs initialization actions and handles exceptions as well as performs control plane functions like discovering new routes and manipulating the route table.

    4.1.1.5 Stack ACE

This has been provided with the IXA SDK. It’s function is to take the incoming packet and present it to the Linux kernel’s protocol stack. The Stack ACE is utilized for packets that are destined for the StrongARM core processor. Once the packet reaches the Linux network stack, it is processed like any other network packet that arrives in a standard Linux system.

    4.1.1.6 PacketFilter MicroACE

This component encapsulates the packet filtering functionality, including the microblock that has packet filtering algorithms implementated in microcode and filter table management code in the C language, as the core component. The core component of this MicroACE also implements a cross-call API that can be invoked by a non-ACE task. The API is used by the user interface implementation to manipulate the filter table. 

The path that a typical packet traverses through the application is shown in figure 10. 






Fig. 10. Packet Path through the Packet Filter Implementation.

Among the MicroACEs the Ingress MicroACE, Egress MicroACE, Stack ACE and Forwarder MicroACE have been used with no modifications. The PacketFilter MicroACE is where the major part of the implementation in this thesis lies, and will therefore be described in more detail.
4.2 Implementation

  4.2.1 Core Components

The core components of the MicroACEs that make up the packet filtering application run on the StrongARM core processor of the IXP1200. They are designed to perform the control plane operations of the application, and provide the interface for the outside world to perform management plane operations on the application, which are described in section 2.4.1.3. What follows is a description of the implementation of the core components. 

    4.2.1.1 Initialization

The initialization phase of the packet filter, which occurs when the PacketFilter MicroACE is first created, involves the initialization of the MicroACE components that make up the application. MicroACE initialization covers a number of configuration steps. The initialization of a MicroACE is triggered when it is first created using a resource manager API call, during application deployment. The resource manager creates the MicroACE object and at the end of it, calls the initialization function of the MicroACE core component. The initialization function of the PacketFilter MicroACE performs the following functions:

1) Using the IXA Library call ixa_init_ace(), initializes the MicroACE with a locally defined data structure that contains information used by this particular MicroACE. Apart from the library defined data elements such as the ixa_ace member which refers to the ACE object, the other elements are a target to which packets should be output after processing, an event member that is used to schedule events at specific intervals, and the name of this ACE, initialized to the string “PACKET_FILTER”.

2) Initializes the target member of the PacketFilter ACE’s data structure. This target is later bound to the forwarder ACE, indication a flow of packets from the PacketFilter to the Forwarder MicroACE. 

3) Calls the function init_micro_ace(). This function performs the initialization of data structures pertaining to the packet filter application. The first step is to initialize the packet filter table. Initially, the filter table has one rule in each of the three chains, the rule such that it matches all the packets that are examined. The target of the rule is set to the default policy of the system. The default policy might be to accept all packets, to drop all packets or to reject all packets. Figure 11 shows the initial filter table.




                                                       


Fig. 11. Initial Filter Table.

The filter table is allocated inside the SRAM of the ENP-2505. The initialization involves allocating a chunk of SRAM memory and initializing it to values corresponding to the initial packet filter table. The init_micro_ace() function also allocates any memory that is to be used to share data between the core component and the microblock of the PacketFilter MicroACE.

    4.2.1.2 Data shared between the Core Component and the microblock

The packet filter table is maintained by the core component of the PacketFilter MicroACE. This table will have to be accessed by code running in the microengines that performs the actual filtering functions. The microblock of the PacketFilter thus needs the address of the filter table in SRAM before it can actually access the filter table. The solution was to allocate a data structure in the FBI’s scratchpad memory that holds the address of the filter table as its main data member. The address of this data structure is then patched to the microblock of the PacketFilter. Figure 12 clarifies the process.




Fig. 12.  The Way the Filter Table is Addressed.

The value patch to the microblock and the value imported by the microblock, will be the physical address of the table_info structure (Appendix B), which has the value 0x1000 in figure 12. The microblock reads the address of the filter table from the scratchpad memory each time it needs the filter table. The reason for the double indirection is that the address of the filter table changes as the user manipulates it. The filter table manipulation is explained in a later section.

The other data that is shared between the core component and the microblock are the names of the interfaces representing the four ports of the IXP1200. The packet filtering algorithm involves the examination of packets in terms of the names of the incoming and outgoing interfaces. Since these names are configured from the core component they are accessible on the core processor. But since the filtering algorithm resides on the microengines, and the microengines know the interfaces only in terms of port numbers, the port numbers must be mapped to interface names. This is why interface names are also part of the shared data. The interface names are located in scratchpad memory.

    4.2.1.3 PacketFilter Cross-call Interface

The PacketFilter MicroACE exposes an interface to regular user level processes, to be used to replace the current filter table with a changed table. In this application, one function is exposed, named do_replace(). This function takes in as its arguments a data structure representing the changed filter table and the length of the data contained in it. It then performs the table replacement, with the following steps:

1) Translates the user data structure in the input argument into the filter table. This step involves the validation of the values in the user data structure, and is performed by the function translate_table(). The algorithm involved performing a number of sanity checks on the rules contained in the input filter table. Each entry in the table represents a rule. The check_entry() function is responsible for performing sanity checks on a rule. This function checks that the size of each rule is aligned to the minimum SRAM alignment. It also contains a call to the check_match function, which performs validation checks on the match structures contained in a rule, if there are any. Each match type has associated with it a corresponding check_match function. The TCP match, for example, has the tcp_check_match() function, which is called to validate the packet matching specifications with respect to the TCP header of a packet.

2) Once the user data structure is successfully converted to a filter table structure, the replace_table() function is called to perform the actual table replacement in SRAM memory. The replace_table() function first allocates a chunk of memory of the size of the new filter table from SRAM. If it is successful, it writes that chunk of memory with the new filter table. Then it frees the memory that belonged to the previous copy of the filter table. Finally it replaces the table address value of the table_info data structure in scratchpad memory with the physical address of the newly created filter table. From then on, the microblock of the PacketFilter MicroACE will access the new filter table.

  4.2.2 Manipulating the Filter table (User Interface)

The user can change the filter table by adding, deleting, inserting or replacing rules to particular chains in the filter table. The command line interface provided to the user is implemented as a Linux process and libraries of functions related to different match types. A typical command to alter the filter table looks like the following:


Fig. 13. iptables Command Syntax.

The various arguments to the command are discussed below:

1. <chain name> can be INPUT, OUTPUT or FORWARD, depending on the chain the user wants to modify.

2. The options A, D, R and I correspond to Append, Delete, Replace and Insert a rule into a chain of the filter table.

3. The target or verdict can be specified by using the –j option. To accept packets matching a rule, -j ACCEPT is used. To drop, -j DROP is used.

4. Some of the IP header specifications are described below

a. Source IP address can be specified using the –s option followed by the pattern <IP addr>/<mask>, where <mask> is optional and defaults to 255.255.255.255, signifying an examination of the entire IP address. If a mask is specified, only the bits set in the mask will be examined and compared with the <IP addr> argument.

b. Destination IP address is specified in a manner similar to the source IP address,  using the –d option.

c. Input interface with the name of the interface through which the packet was received can be specified with the –i option followed by the pattern <Interface name>/<mask> where mask is a value specifying which characters in the name to match. It is optional and defaults to the entire string.

d. Output interface is specified in a manner similar to the input interface, using the –o option.

e. The protocol field that the IP header should match is specified through the –p option, following by a string specifying the protocol. For example, -p tcp specifies that the protocol field of the IP header should have the value for the TCP protocol.

5. Some of the TCP header matching specifications are descibed below.

a. Source port range can be specified with the option --sport followed by the pattern <minport>-<maxport> or <port>. If the former pattern is used, the TCP port number of the packet header should lie between <minport> and <maxport>. If the latter pattern is used, the port number should be exactly <port>.

b. Destination port range can be specified in a manner similar to the source port range, using the option --dport.

c. The flags field of a TCP header is an 8-bit value with each bit representing one of eight flags including URG, RST, SYN, ACK and others. A command can specify which flags to examine and out of those flags which should be 1 and which should be zero by  using the ---flags option. The pattern is --flags <CSF>/<SF>, where <CSF> is a comma separated list of flag names that are to be examined, and <SF>, which is a subset of <CSF>, is another comma separated list of names of the flags that should be 1. The remaining flags in the <CSF> list should be 0.

It is important to note that the TCP header matching specifications 

described above must be preceded by a –p tcp option in the iptables command.

For example, the command in Figure 14(a) appends a rule to the INPUT chain of the filter table that drops all icmp packets from source IP address 10.1.0.2.


Fig. 14(a). An Example iptables Command.

The command in figure 14(b) specifies the packet with protocol TCP should be examined, and their source port number should lie between 23 and 25 inclusive, and the RST, URG and SYN flags should be examined, out of which only the SYN flag should be one. The matching packet should be dropped.


Fig. 14(b). Another Example iptables Command.

Each match type has association with it specific options that have to be added to the rule. The parsing of options on the command line is accomplished through these library functions. For example, the TCP options, if present in the command, are parsed by functions in the TCP library. 

When a command is issued to alter the filter table, the following activities have to take place:

a. The command line must be parsed, and validations must be performed. The resulting rule data structure must be constructed. 

b. A local copy of the filter table must be obtained

c. Changes must be made to the local copy of the filter table, according to the command. 

d. The changed filter table must be committed to memory as the new filter table.

In the PacketFilter implementation, these activities are performed in the following manner:

a. The command line is parsed and the rule is constructed.

b. The local copy of the filter table is obtained by making a cross-call to the PacketFitler MicroACE. The PacketFilter MicroACE returns a copy of the current filter table from the SRAM. 

c. Changes are made to the local copy filter table.

d. The changed local copy of the filter table is committed by making another cross-call to the PacketFilter MicroACE, this time resulting in a call to the do_replace() function inside the ACE. The argument passed to it is the local copy of the filter table and its size aligned to SRAM alignment.

Each time iptables is invoked on the command line, the process registers itself with the Object Management System in order to take advantage of the cross-call feature in the PacketFilter MicroACE. Before exiting the connection to the OMS is finalized.

  4.2.3 Microcode

The parts that run on the microengines are the microblock components of all the MicroACEs that make up the packet filter. Accordingly, there are four microblocks: the Ingress microblock, the egress microblock, the forwarder microblock and the PacketFilter microblock. Microblocks consist of code written in microcode, the assembly language for the microengines. Each microengine can run zero or more microblocks. The control flow through these microblocks is established through a dispatch loop, also written in microcode. 

    4.2.3.1 Partitioning of Microblocks across microengines

The assignment of microblock components was governed by a) the 1K instructions capacity of the microstore of each microengine and b) performance considerations. Three out of the six microengines were utilized for the packet filter. The microengines chosen were arbitrary. The microengines being numbered from 0 to 5, the tasks were distributed across the microengines in the following manner, as shown in figure 15:

· Microengine 0 runs the Ingress microblock and the PacketFilter Microblock

· Microengine 2 runs the Forwarder microblock

· Microengine 5 runs the Egress microblock.




Fig. 15 Task Partitioning across Microengines.

    4.2.3.2 Dispatch Loops

Each microengine that is enabled to run the microcode has to run a dispatch loop that controls the flow of the application and the packets through the application. The dispatch loop calls the macros implementing the various microblocks inside that microengine in turn. Each microblock works on a packet whose handle is in the local GPR dl_buffer_handle. When it is done with the packet processing, each microblock returns a status, which could be success, failure or exception, in another local GPR, dl_next_block. If dl_next_block hold a value representing success, the next microblock in the loop is executed, if there are no other microblocks the packet is queued for the next microengine. Upon exception, the buffer handle is queue for the core processor with a tag value that represents the microblock that generated the exception. The resource manager checks the tag value to determine which core component to send the packet to. If there was a failure, the packet is discarded. 


Figures 16 (a), (b) and (c) show the flowcharts for the dispatch loops running on microengines 0, 2 and 5 respectively.





















Fig. 16(a). Dispatch Loop Running on Microengine 0. 





















Fig. 16(b). Dispatch Loop Running on Microengine 2.



















Fig. 16(c). Dispatch Loop Running on Microengine 5.

Microengine 0

SA_CONSUME_NUM is a tunable parameter that controls the number of iterations the dispatch loop should go through before checking the StrongARM to Microengine (SA-to-ME) packet buffer queue for any packets that the StrongARM might have sent. Since this activity is very infrequent, it makes sense to control the frequency of checking the buffer, thereby influencing performance in a positive way. 

The paths followed in the flowchart are described below, labeled according to the decisions taken at each decision-box in the chart. For example, the path YYY ends at the procedure-box that calls the PacketFilter macro. After the initialization of the Ingress and PacketFilter microblocks, the index variable is compared to the SA_CONSUME_NUM parameter, as shown in the first decision-box of the flowchart. The paths from this decision-box are described next.

1. Path NN – The index variable is not a multiple of SA_CONSUME_NUM, so the EthernetIngress macro is called directly for input processing. It checks the ports for an inbound packet and transfers it into the SDRAM. The handle to the packet is saved in the dl_buffer_handle register. Packet availability is checked through that register, which would contain a non-zero value if there were a packet. The N decision indicates that there was no packet, hence control returns to the beginning.

2. Path NYN – As with step 1, the EthernetIngress macro is invoked. This time a packet is available as indicated by a positive dl_buffer_handle. The next check is on the dl_next_block register, which, if not equal to 1, would indicate some error. In case of an error, the packet is dropped and the control returns to the beginning. 

3. Path NYYNN – In this path, the dl_next_block register contained 1, which meant success, so the PacketFilter macro is invoked. This macro performs the actual filtering operations and is described in section 4.2.3.3. It returns values that indicate either exception, ACCEPT or DROP in the dl_next_block register. In this path, the dl_next_block contained the value DROP, hence the checks for exception and ACCEPT failed. In this case the packet was dropped and execution returned to the first decision block.

4. Path NYYNY – This path is similar to the one described in step 3, except that the dl_next_block contained the value indicating ACCEPT, so that the packet was queued for the next microengine and control returned to the beginning.

5. Path NYYY – This path is similar to steps 3 and 4 except that dl_next_block contains exception. The packet is therefore queued for the ME-to-SA queue and control returns to the beginning.

6. Paths YYY and YYN – In this path the index value is a multiple of SA_CONSUME_NUM so the SA-to-ME packet queue is polled. If a packet is available and it is from the PacketFilter core component, the PacketFilter macro is called. If it is not from the PacketFilter core component, the packet is dropped and the control returns to the beginning. If there was no packet, the EthernetIngress macro is called.

Microengine 2


The MESource macro polls the special queue set up between the microengines 0 and 2 to see if it contains a packet. If so, the packet handle is put in the dl_buffer_handle GPR and the Forwarder macro is called. Again, the paths followed in the flowchart are described below.

1. Path NN – The index variable is not a multiple of SA_CONSUME_NUM, so the MESource macro is called directly. If a packet is available, the handle to the packet is saved in the dl_buffer_handle register. Packet availability is checked through that register, which would contain a non-zero value if there were a packet. The N decision indicates that there was no packet, hence control returns to the beginning.

2. Path NYN – As with step 1, the MESource macro is invoked. This time a packet is available as indicated by a positive dl_buffer_handle. The next check is on the dl_next_block register, which, if not equal to 1, would indicate some error. In case of an error, the packet is dropped and the control returns to the beginning. 

3. Path NYYNN – In this path, the dl_next_block register contained 1, which meant success, so the Forwarder macro is invoked. The forwarder macro takes in the value passed in dl_buffer_handle and looks up the route table maintained in the SRAM. If the next hop address is found, it returns success in dl_next_block, and the output port is determined. Otherwise an exception is returned in dl_next_handle. If there is an error, the dl_next_block indicates error. In this path, an error was indicated, so the packet was dropped and control returned to the beginning of the loop.

4. Path NYYNY – This path is similar to the one described in step 3, except that the dl_next_block contained the value indicating exception, so that the packet was queued into the ME-to-SA queue and control returned to the beginning.

5. Path NYYY – This path is similar to steps 3 and 4 except that dl_next_block indicated success. The packet is therefore queued for Microengine 5.

6. Paths YYY and YYN – In this path the index value is a multiple of SA_CONSUME_NUM so the SA-to-ME packet queue is polled. If a packet is available and it is from the Forwarder core component, the Forwarder macro is called. If it is not from the Forwarder core component, the packet is dropped and the control returns to the beginning. If there was no packet, the MESource macro is called.

Microengine 5

Microengine 5 runs only one microblock, the egress microblock. The dispatch loop run by the microengine assigns one context to poll the output queues in a round robin manner, and the remaining contexts fill the transmit FIFOs with the packet data depending on packet availability. For each output port,context 0 polls the corresponding queue for packet availability. If a packet is available, it fills certain global registers corresponding to that output port with the state of the packet. The fill threads check the global state for available data in a round robin manner. If data availability is indicated in the global registers for the current output port, the thread takes a chunk of the available packet data and fills up the TFIFO. One packet chunk equals 64 bytes of data.

    4.2.3.3 PacketFilter Microblock

The microcode implementing the filtering algorithm is contained in the microblock of the PacketFilter.  The various macros that make up the PacketFilter microblock are described below.

The PacketFilter_Init() macro handles initialization of the packet filter microblock. The initialization of the microblock involves a) loading a register, pf_info_reg, with the address of the table_info structure in scratchpad memory. As mentioned, the table_info structure contains the SRAM physical address of the filter table. b) loading the register, ifname_reg, with the address of the data structure that holds the interface names associated with the ports. The two values mentioned above are initially imported constants, and the PacketFilter core components patch in the actual values during initialization. The constants have to be loaded into registers which will be later used to address the memory.

The PacketFilter() macro does the bulk of filtering work in the packet filter microcode, with the help of a number of other macros. The algorithm implemented by PacketFilter() is essentially the same as the packet filtering algorithm described in section 3.3.2, with details pertaining to the hardware peculiarities of the IXP1200’s microengines and the memory layout. Each time the PacketFilter macro is called there is a buffer in the SDRAM the handle to which is stored in a thread-local register called dl_buffer_handle. 

The macro starts off by querying the input port or the output port of the packet, depending on whether it is transiting into or out of the IXP1200. It also reads in the address of the filter table from the table_info data structure in scratchpad memory, the address of which was imported from the core component. Then, depending on the current chain, the offset to the first rule of that chain is calculated. 

The macro ip_packet_match() is then invoked for the rule. The ip_packet_match() macro examines the IP header of the packet buffer, comparing the values with those specified in the ipt_ip structure of the current rule. If the fields of interest match the values specified in the ipt_ip structure, the match is successful. This is conveyed to the caller by setting the zero flag in the ALU condition codes. Therefore, to find out the outcome, an invocation of this macro must be followed by the checking of the zero flag of the ALU’s flags register. 

If the ip_packet_match() macro returns a failed match of the IP header, indicated by the zero flag being unset, the SRAM offset to the next rule of the chain is calculated, and the process repeated. If the IP header match was successful, the next step is to perform further examination of the packet if required by the rule. The requirement for further examination is indicated by the presence of an ipt_match structure with the ipt_entry. 

The ipt_match_iterate() macro iterates through all the ipt_match structures present in the rule, performing packet examination for each. If the packet satisfies the conditions specified in all the ipt_match structures, the macro returns success, manipulating the zero flag.

If the ipt_match_iterate() macro returns a failed match of the packet, the SRAM offset to the next rule of the chain is calculated and the process starting from the invocation of ip_packet_match() is repeated. If the match was successful, the target of the rule is checked. This target represents the verdict, which can be NF_ACCEPT or NF_DROP . If the verdict is one of the former two, the verdict is returned to the caller in the register dl_next_block.

    4.2.3.4 Extension to the core filtering code (TCP header match)

One of the goals of the research was to extend the packet filter code to add new filtering capabilities. The objective was to design a way to re-task an already running microengine with the new extension. For the packet filter implementation, it was decided to add TCP header matching code. In the IP Tables systems system, this new functionality takes the form of a tcp_match structure specified as a part of a rule, and a function that examines the packet on the basis of this new data structure. In the packet filter microblock, the function was implemented as a macro. 

The ipt_tcp_match() macro adds the TCP header matching capability to the  packet filter. This macro is invoked from the ipt_match_iterate() macro. When the ipt_match_iterate() macro encounters a tcp_match data structure within the ipt_entry representing the rule, it calls the ipt_tcp_match() macro. 

The macro first examines the packet for the availability of a TCP header. The match fails if there is no TCP header. If the TCP header is present in the packet, the macro examines the fields of interest in the packet header to compare them with the values in the tcp_match structure of the rule. If all the interesting fields match the specifications of the tcp_match structure, the ipt_tcp_match structure returns success status. This is again accomplished by setting the zero flag of the microengine flags, by using the ALU to write zero into a dummy register. Writing a positive value to the dummy register, which clears the zero flag, conveys a failed match.

4.3 Microengine Re-tasking

The introduction of dynamism to the packet filter application is accomplished by adding the TCP header matching functionality to an already running packet filter instance in the microengines. When the packet filter application is first deployed, the microengine running the PacketFilter microblock does not have TCP header matching capability by way of the ipt_tcp_match() macro.

The initial configuration of the packet filter application has microengine 0 running the PacketFilter microblock, along with the Ingress microblock. This kind of functioning is achieve by writing a dispatch loop that calls the ingress microblock and later the PacketFilter microblock, and linking the relevant code into an image file. The initial image file run by microengine 0 is thus PacketFilterIngressDispatch.uof, where the uof extension means a microcode image file.

The ipt_tcp_match macro is added by adding the macro implementation and its appropriate invocation to the PacketFilter microblock code, and assembling and linking it into a different image file, namely PacketFilterIngressDispatchTcp.uof. 

As long as there are no rules in the filter table containing a tcp_match structure, the ipt_tcp_match macro does not need to be present in the microcode image, and therefore the microengine initially runs the image file that does not contain the macro. As soon as a rule specifying the examination of the TCP header of packets is added to the table, the ipt_tcp_match macro is required. At this stage, the microengine 0 should be re-tasked by changing the running image to PacketFilterIngressDispatchTcp.uof. 

 The whole process of changing the image of the microengine 0 must take place in such a way that all of the threads in the middle of working on a packet must continue to the end of the packet processing before the microengine can be re-tasked. The re-tasking is accomplished by taking the following steps:

1. The need to re-task the microengine is triggered by the addition of a rule requiring TCP header examination to the filter table. This is indicated by a flag input argument in the do_replace() crosscall of the PacketFilter’s core component. When the iptables user command specifies a TCP rule, after changing the local copy of the filter table it invokes the do_replace crosscall of the PacketFilter core component with a flag argument of 1, indicating that the microengine running the PacketFilter microblock should be re-tasked with TCP matching code added. 

2. The do_replace() crosscall checks the flag variable. If it is equal to 1, it starts a changer thread.

3. The changer thread is responsible for the microengine re-tasking and accomplishes it through the following algorithm:

a. Signal all threads of Microengine threads by indicating an inter-thread signal. 

b. Poll the microengine driver for a microengine interrupt, by the poll() system call on the microengines file descriptor. When poll returns, it indicates that an interrupt has occurred. The StrongARM will be interrupted by the microengine 0 after all its threads have stopped executing.

c. When poll returns, disable microengine 0 by calling resource manager API.

d. Associate the microengine with the new image file, PacketFilterIngressDispatchTcp.uof, which contains the ipt_tcp_match() macro and its invocation.

e. All the symbols that represent shared information between the core component and the microengine, such as the address of the table info structure, will now have to be re-associated with the new image file. Therefore, all the symbols that were associated with the old image file are re-patched to the new image file.

f. Load microengine 0 with the instructions in the new image file. 

g. Re-enable microengine 0. 

On the microengine side the recognition of the inter-thread signal given by the core processor and the subsequent interrupt generation to the core must be taken care of in the microcode. This is done in the dispatch loop that is run by each microengine context. The additional steps required in the dispatch loop are given below. Here the main dispatch loop running on microengine 0 that was described in section 4.2.3.2 is referred to as Main_loop.

a. in every iteration of the dispatch loop, first check for the presence of the inter-thread signal. 

b. If the signal is absent, continue with the execution of Main_loop. When done, go to step a. If  the signal is present, go to step c.

c. Skip the Main_loop. Set the bit corresponding to the current thread in the IREG register of the FBI unit. This generates a StrongARM interrupt. 

d. Kill the current thread, that is, stop its execution.

The steps taken above ensure that each context interrupts the core only after it is done with any packet processing, and before it starts processing another packet. 

  4.3.1 Interrupt Handler

Each time a microengine thread (context) sets its corresponding bit in the FBI units IREG register, it generates a microengine interrupt on the core processor. The handler registered to process the interrupt checks the IREG register to query the microengine thread number that is the origin of the interrupt, and saves the thread number in a mask. If all the threads of microengine 0 have triggered an interrupt on the StrongARM, as indicated by the saved mask, it indicates to the core component of the PacketFilter that the microengine has stopped it’s execution. This will be reflected by the poll() system call returning in the PacketFilter core component. It can then proceed to re-task the microengines. 

CHAPTER 5 OPERATION, TESTS AND RESULTS

This chapter starts with the typical operating scenario of the packet filter application on the IXP1200. This is followed by the experiments performed to demonstrate the functionality of the packet filter and to study the effects of the task partitioning decisions, in the tests and results section.

5.1 Operating Scenario

The packet filter application is deployed by running a program that uses the Resource Manager API to initialize and start the MicroACEs, load the microengines with the microblocks and enable them. The assignment of ports, FIFOs and memory queues is done by the MicroACE core components. 

The microengine running the Ingress microblock checks for availability of data on the ports. If available, the data is transferred into the receive FIFO and from there into SDRAM memory. A handle to the buffer is returned as the parameter dl_next_block to the next microblock in the microengine. The PacketFilter microblock performs packet examination on the basis of the filter table, and arrives at the verdict of either DROP or ACCEPT. If the verdict is ACCEPT, the packet buffer handle is queued for the next microengine. If the verdict is DROP, the packet buffer is disposed of.

The Forwarder microblock running on another microengine reads packet buffer handles from the queues and performs route lookup and forwarding operations. For exceptional conditions like route non-availability and packets destination for the core processors, it places the buffer handle on the queue destined for the Forwarder’s core component. If route lookup is successful the buffer handle is placed on one of the four output queues, depending on the output port.

The Egress microblock running on a third microengine schedules packets from the queues for transmission, and places them into the transmit FIFO’s. 

The iptables command can be issued on the core processor’s console to manipulate the filter table. As described earlier, the iptables process does this by making a cross-call to the PacketFilter core component. 

All four ports are serviced by the packet filter application. On the microengine that runs the ingress and PacketFilter microblocks, each context is responsible for one of the four ports. On the microengine that runs the egress microblock, the scheduler context performs queue lookups in a round robin manner, servicing all four output queues in turn, while the remaining three contexts perform the loading of the transmit FIFOs.

5.2 Test Setup

For the purpose of testing the application two ports of the IXP1200 were utilized. Figure 17 depicts the experimental setup.







Fig. 17. Experimental Setup.

The first port, port 0, was given a IPv4 subnet id of 10.1.0.0 with a mask of 255.255.255.0, and an IP address of 10.1.0.1. The second port, port 1, was given an IPv4 subnet id of 10.2.0.0 with a mask of 255.255.255.0, and an IP address of 10.2.0.1. The first port was connected to the host machine’s ethernet port and the second port was connected to the ethernet interface of a notebook computer. The host’s interface belonged to the same subnet as the first port of the IXP1200 and had an IP address of 10.1.0.2. The notebook computer was on the same subnet as the second port of the IXP1200 and had an IP address of 10.2.0.5. Both the connections were through cross-over cables.

Packets were generating using the Libnet open source library for building packets. The library can be used to specify header values for a variety of protocols. It was used to create TCP, IP and ICMP packets with varying headers.  

5.3 Experiments

Experiments are required to demonstrate the operation of the packet filter, to determine the effect of the task partitioning on the overall performance and to demonstrate microengine re-tasking. 

Also, as the goal of this research was the programmability of the IXP1200 in terms of the microengine code size, one of the results presented is the size of the microcode per implemented functionality, in terms of the number of microengine instructions.

  5.3.1 Experiment 1

The first experiment was to actually write the microengine code implementing the application. The result was the size of microcode in terms of microwords. Table 2 shows the number of microwords generated for each microengine configuration implemented.

Table 2.

Number of Microwords per Microengine Configuration.

	No.
	Configuration
	Number of Microwords

	1
	Ingress + IP header match (Core packet filtering code)
	786

	2
	Ingress + IP header match + TCP header match (Extension to core code)
	969

	3
	Re-tasking code
	5

	4
	Ingress + IP header match (Core packet filtering code) + Forwarder Microblock
	973

	5
	Forwarder Microblock
	430

	6
	Egress Microblock
	554


  5.3.2 Experiment 2

The second experiment demonstrates the operation of the packet filter. The filter table is manipulated from the StrongARM Linux console by adding and deleting rules by using the iptables command. The result of the experiments was that the packet filter performed correctly as per the existing rules in the filter table. The transmission and reception of packets was verified by running packet-monitoring programs, tcpdump on the Pentium host and ethereal on the notebook computer. The following list shows some of the commands used and the resulting actions on packets in the IXP1200.


Fig. 18. iptables Command 1.

The command in figure 18 adds a rule to the FORWARD chain of the filter table that specifies to drop all the packets. After the command was added all icmp packets to be forwarded were dropped.


Fig. 19. iptables Command 2.
The command in figure 19 results in a rule being inserted into the FORWARD before the rule specified in 1). The rule specifies that all icmp packets with source address 10.1.0.2 be accepted. As a result, icmp packets generated from the host, which had the IP address 10.1.0.2 were accepted, and forwarded to their destination. On the other hand, due to the second rule (figure 18), packets from the 10.2.0.5 host were still dropped.


Fig. 20. iptables Command 3.

The command in Figure 20 appends a rule to the end of the INPUT chain specifying all TCP packets with the SYN flag turned on and the RST and URG flags unset, and the destination IP address of 10.2.0.1, to be discarded. These kind of packets are used to initiate TCP connections. As a result, TCP SYN packets sent from the notebook computer to the IXP1200 with destination IP 10.2.0.1 were not accepted into the IXP1200’s protocol stack.


Fig. 21. iptables Command 4.

The command in Figure 21 appends a rule to the end of the FORWARD chain specifying that TCP SYN packets originating from the 10.1.0.2 host and destined for the 10.2.0.5 machine be dropped. The result was the expected behavior of the relevant packets being dropped.


Fig. 22. iptables Command 5.
The command in Figure 22 appends a rule to the FORWARD chain specifying that all TCP packets that have the no operation option in the header be dropped. The result is again the expected behavior, with the relevant packets discarded.
  5.3.3 Experiment 3

The third experiment aims at determining the effect of the task partitioning decision of distributing the filtering and forwarding operations across two microengines. To accommodate the TCP header matching code into the microengine, it was necessary to move the forwarding code to another microengine due to instruction store limitations. To determine the effects the performance was compared using two configurations. In the first configuration only two microengines were used, the first microengine running the Ingress, PacketFilter and Forwarder microblocks and the second microengine running the Egress microblock. The PacketFilter microblock did not contain the TCP header matching code. In the second configuration three microengines were used, one running the Ingress and PacketFilter microblocks, the second running the forwarder microblock and the third running the Egress microblock.

The packet processing time was measured using the IXP1200’s cycle counter register, a 64 bit register that is incremented every cycle and is accessible from the microengines.  The cycle counter was read and saved in memory when the first packet entered the Ingress portion, and was again read and saved after the last packet was transmitted from the Egress side. The packet delay was averaged over ten thousand packets. Table 3 shows the packet processing time through the Ingress, PacketFilter, Forward and Egress portions for the two configurations. 

Table 3.

Packet Processing Times.

	No
	Configuration
	Number of Packets
	Avg. Processing Time. (sec)
	Avg. Per Packet Delay. (micro-sec)

	1
	2 Microengines
	10000
	2.47
	2.47

	2
	3 Microengines
	10000
	2.77
	2.77


  5.3.4 Experiment 4

This experiment verified the proper functioning of the microengine re-tasking functionality. The addition of the first rule specifying the TCP protocol triggers microengine re-tasking. The rule in figure 23 was added.


Fig. 23. Command to Add a Rule that Triggers Microengine Re-tasking.

While the rule was added there was a constant flow of traffic from the 10.1.0.2 host into the IXP1200 such that the microengines would be busy processing packets. The microengine was re-tasked successfully with no loss of packets, and subsequent TCP SYN packets from 10.1.0.2 were dropped as specified in the new rule. 

CHAPTER 6 PARAMETERIZATION

In this chapter an attempt is made to predict programmability issues and the benefits of a higher performance network processor of the IXP family on the basis of the experiences gained during the implementation of the packet filter application over the IXP1200. 

The IXP2000 series of network processors come with enhanced hardware components in terms of certain parameters. This chapter focuses on the IXP2400 [Intel IXP2400 Network Processor…] network processor. 

6.1 IXP2400 Network Processor

As shown in Figure 24 [Intel Edge Aggregation Router Functional Description], A number of parameter enhancements distinguish the IXP2400 processor from the IXP1200 processor. The following are a few of them.

The IXP2400 has eight microengines as against the six microengines of the IXP1200. Each microengine supports 8 contexts, double the number of the IXP1200. Each microengine also has a 16 kilobytes instruction store, accommodating upto 4K instructions, as against the 1K instruction store of the microengines of IXP1200.








Figure 24  IXP2400 Block Diagram.

Each IXP2400 microengine operates at a frequency of 400 MHz or 600 Mhz. The IXP1200 microengines operate at a frequency of 232 MHz.

Each microengine has 256 general purpose registers in two banks, the A bank and the B bank, as opposed to the IXP1200’s 128 GPRs.

Each microengine has 128 SRAM transfer registers and 128 SDRAM transfer registers, double the same in the IXP1200.

Each microengine has a 128 next neighbor register set. The next neighbor registers are used to share data with neighbor microengines. The IXP1200 does not have a next neighbor register set.

The SRAM interface of the IXP2400 supports two channels with 64 megabytes on each channel, as against 1 8MB channel on the IXP1200. The DRAM interface supports 2 gigabytes of SDRAM, as against the 256 MB supported on the IXP1200. Table 4 summarizes the major parameters in which the two network processors differ.

Table 4.

Differences Between IXP1200 and IXP2400.

	Parameter
	IXP1200
	IXP2400

	Number of microengines
	6
	8

	Number of contexts per microengine
	4
	8

	Microengine frequency
	232 MHz
	400/600 MHz

	Maximum DRAM supported
	256 MB
	2 GB

	Maximum SRAM supported
	8 MB
	2 X 64 MB

	Next Neighbor registers
	Absent
	128


6.2 Parameters

  6.2.1 Microengine instruction store

The microengine instruction store has quadrupled in the IXP2400, with a capacity of 4 K instructions in each microengine. The amount of code that can be handled by a single microengine has thus effectively quadrupled.

In the IXP1200, the 1 K instructions limit imposed by the instruction store meant that the code on the ingress and processing side had to be split across two microengines, with the Forwarder moved to another microengine, the movement of packets between the two microengines occurring through memory queues. The extra memory latency caused approximately a 12% performance penalty as indicated in experiment 3.

With the IXP2400 the entire ingress, packet filtering with TCP header matching and forwarding microblocks can be accommodated in a single microengine and if the same code were used, still would leave room for between 2.5 to 3K instructions. This space could be used to add more functionality to the filter, such as UDP header matching, connection tracking, and network address translation. 

From the first experiment in the previous chapter the microcode sizes of the various components of the software can be calculated to be as shown in Table 5.

Table 5.

Number of Microwords for Component Combinations.

	No
	Component
	Number of microwords

	1
	Ingress + PacketFilter core code (IP header match)
	543

	2
	TCP header match code
	183

	3
	Forwarder code
	187

	4
	Dispatch Loop code + queuing code
	243


The total number of microwords is 1156, which exceeds the 1 K limit of the IXP1200 but is well within the 4K instruction capacity of the IXP2400 microengines. Going by the source code of the Linux IP Tables extensions like UDP extension, connection tracking, network address translation and limit matches have code sizes of approximately the order of the TCP match code size. If the average size of these components is taken to be 250 instructions, then each microengine can handle about 12 more such components along with the IP header match and the TCP header match.

  6.2.2 Number of Microengine Contexts

In the IXP1200 each microengine can run up to four independent contexts, switching between them whenever time consuming operations like memory references are carried out. With the ENP-2505 board supporting four 10/100 MBPS ethernet ports, the microengine running the ingress portion of the code devotes 1 context for each port. The same policy can be used on the IXP2400 microengines to service 8 ports per microengine.

The total number of contexts on the IXP1200 is 24, with each microengine having 4 contexts. A standard forwarding application that employs all six microengines uses 16 contexts for the ingress part and 8 contexts for the egress part, and serves a maximum of 8 ports to function with maximum throughput [Spalink, Karlin, Peterson, Gottlieb, Builing a Robust…]. The ingress part uses 2 contexts for each port, so that one microengine serves two ports.

For the implementation of the packet filter application, four of the contexts that ran the Forwarder microblock did not service any ports for either input or output. Rather, they acted as transformation points from the input and output microengines. Therefore in case of applications of greater complexity like the packet filter, the number of ports serviced could be less than the maximum, within acceptable performance parameters.

With the IXP2400, which has eight microengines and a total of 64 contexts, the number of standard 10/100-MB ports that can be serviced will increase. The major factors in the performance of the microengines are the operating frequency and the SDRAM bandwidth. The IXP2400 can operate at a frequency of 600 MHz as against the 232 Mhz operating frequency of the IXP1200 in the ENP-2505. The peak DRAM bandwidth for the IXP2400 is 19.2 Gbps [Intel IXP2400 Network Processor], as against the peak SDRAM bandwidth of 7.4 Gbps (calculated from [Intel IXP1200 datasheet]) of the IXP1200. Both the performance parameters thus increase by a factor of about 2.6 in the IXP2400. This increase, coupled with the doubling of contexts in each microengine suggests that one microengine of the IXP2400 could service 4 ports (twice that of IXP1200) for the same performance as the IXP1200 for the simple forwarding application. Therefore, devoting 5 of the 8 microengines for ingress and the remaining 3 to egress could enable the IXP2400 to services 20 ports for the same performance as the IXP1200.

  6.2.3 Next Neighbor register set

The 128 general purpose registers forming the next neighbor register set in the IXP2400 is absent in the IXP1200.  This register set provides a very fast mode of data sharing between neighboring microengines, as opposed to the standard way of sharing data via SRAM, SDRAM or scratch memory. This can be a very advantageous feature and can be exploited to enhance task communication between microengines.

In the packet filtering implementation developed as a part of this thesis, it was decided to partition the ingress, filtering and forwarding functions into two microengines due to microstore space limitations. The mode of packet communication was through a microengine to microengine packet queue. When the Ingress and PacketFilter components finished processing a packet, they had to en-queue the packet handle for the second microengine, and the Forwarder component de-queued packet handles from the queue. The en-queuing and de-queuing process involved memory read and write access, which resulted in a performance penalty, as illustrated in experiment 3 of the previous chapter. 

In the IXP2400, the packet handle, which is a 32-bit value in the current case, can be communicated via the next neighbor register set to the other microengine. This eliminates the memory latency associated with the en-queue and de-queue processes, enhancing the performance of an application which partitions tasks across microengines. 

  6.2.4 SRAM and SDRAM capacity

The IXP2400 supports upto 32 megabytes of SRAM and upto 2 gigabytes of SDRAM. Support for such large amounts of memory affects the sizes of the various data structures shared between the microengines and the core processor in an application.

On the ENP-2505 48 megabytes of SDRAM and 3 megabytes of SRAM are allocated to the resource manager to be shared between the core processor and microengines. The IXA system and the Linux kernel use the rest.

Table 6 shows the amounts of SRAM and SDRAM memory utilized by the various data structures of the packet filter application. 

Table 6.

Memory Utilization by Various Data Structures.

	Component
	Data Structure
	SRAM/SDRAM
	Amount (bytes)

	Ingress
	Control Information
	SRAM
	10304

	Egress
	Control Information
	SRAM
	256

	PacketFilter
	Control Information
	SRAM
	80

	PacketFilter
	Rule structure
	SRAM
	228

	Forwarder
	Route Table
	SRAM
	1048576 (1 MB)

	Forwarder
	Route Table
	SDRAM
	20480


Apart from the data used by the components, the resource manager used parts of the SRAM and SDRAM to maintain packet buffer queues. The SDRAM also holds the actual packets. There is a maximum of 32 queues in the current resource manager configuration. Each queue has 16 bytes of meta-data stored in the SRAM, for a total of 512 bytes. The amount of SRAM used, not including the filter table rules, is therefore approximately 1 MB, leaving 2MB for the filter table. With the current packet filter implementation, which does include IP header matching and TCP header matching, the size of a rule is approximately 228 bytes, so a maximum of 9K rules can be added to the table. If the current implementation of the packet filter were the only application running on the IXP1200, then there would not be a lack of memory. 

The increase in SRAM and SDRAM in the IXP2400 can however, prove to be beneficial when there are a number of applications running on the network processor, each using heavy amounts of SRAM and SDRAM. This can be the case if the IXP2400 is running memory and compute intensive applications such as packet encryption, load balancing, QOS and traffic shaping.

  6.3 Throughput

According to experiment 3 in chapter 5, Table 3 in the same chapter shows that the per-packet processing period for a 64 byte minimum sized packet in the microengines is 2.47 micro-seconds, when the packet is arrives at one port and is transmitted to the other. This is not considering the transfer of the packets to and from the ethernet controller device to the memory. Considering the 100 Mbps line speed of the ports, each 64 byte packet would have 5.12 microseconds available for processing in the IXP1200, from the instant of its arrival to its transmission. Therefore, the amount of time available for the transfer of the packet from the ethernet controller memory to the IXP1200’s memory during input and for the transmission of the packet from the output is about 2.65 microseconds. Assuming packet input and output take place within this time constraint, this suggests that the packet filter operates at line-speed. The throughput of the packet filter is therefore would be much higher than its corresponding implementation on a general-purpose processor, as it would be expected for the IXP1200 network processor.


The IXP1200 was made to service 2 ports while running the packet filter, while utilizing 3 of the 6 microengines. This means that the other two ports can be serviced by adding more microengines while maintaining the line-speed performance of the packet filter. 

Therefore, as discussed in section 6.2.2, with the additional number of microengine contexts and other enhancements like bus speeds and operating frequency, there would be no problem with maintaining line-speed on the IXP2400 processor while running the packet filtering software.

CHAPTER 7 CONCLUSIONS AND FUTURE WORK

7.1 Observations and Experiences

  7.1.1 Hardware Environment

The implementation of the packet filter based on Linux’s IP Tables systems was undertaken to investigate and evaluate the programmability of the IXP1200 network processor. The hardware intricacies of the network processor along with a lack of organized documentation during the initial stages of the research proved to be a hindrance to the speed of the design and implementation. 

After the successful implementation of the packet filter and the micro-engine re-tasking implementation it is observed that the architecture of the IXP1200 lends itself to the development of efficient applications. 

The 1K control store limit of the IXP1200 microengines accommodated the core packet filtering functionality that examines the IP headers of packets and forwarding. However to accommodate an extension of the TCP header examination it became necessary to partition the code into two microengines, with a slight performance penalty due to extra memory-access requirements. This limitation will however disappear in the next generation network processors like the IXP2400.

The amount of SRAM and SDRAM supported by the IXP1200 was adequate for the packet filter implemented. 

  7.1.2 Software Environment

The bulk of the development for the application was done using the MicroACE framework provided by Intel for the IXP1200. The lack of organization in the documentation made the learning process slow, despite the abundance of the same. 

The MicroACE framework proved to be ideal for the implementation of the module based design of the packet filter. The well defined isolation of various components, along with the availability of some of the components such as Ingress, Egress and Forwarder made the implementation process easier and faster. The cross-call feature of the MicroACEs was used effectively to provide interface to the user interface library of the IP Tables system. 

The implementation of the micro-engine re-tasking was more difficult, because of the complexity of catching a microengine interrupt in the Linux environment. The microengine driver provided along with the software development kit needed to be modified so as to actually catch and handle interrupts generated by the microengines. Moreover, the MicroACE framework and the resource manager does not provide a smooth interface asynchronous communication between the microengines and the StrongARM core. The communication in the MicroACE framework and resource manager is managed exclusively by polling memory, and there is no provision for registering call-back functions in response to asynchronous events like microengine thread signals and interrupts.

The resource manager was used extensively to manage data shared between the core component and the microengines, and it managed the memory and the buffer queues effectively. 

  7.1.3 Throughput


According to experiment 3 in chapter 5, Table 3 shows that the per-packet processing period for a 64 byte minimum sized packet in the microengines is 2.47 micro-seconds, when the packet is arrives at one port and is transmitted to the other. This is not considering the transfer of the packets to and from the ethernet controller device to the memory. Considering the 100 Mbps line speed of the ports, each 64 byte packet would have 5.12 microseconds available for processing in the IXP1200, from the instant of its arrival to its transmission. Therefore, the amount of time available for the transfer of the packet from the ethernet controller memory to the IXP1200’s memory during input and for the transmission of the packet from the output is about 2.65 microseconds. Assuming packet input and output take place within this time constraint, this suggests that the packet filter operates at line-speed. The throughput of the packet filter is therefore would be much higher than its corresponding implementation on a general-purpose processor, as it would be expected for the IXP1200 network processor.

7.2 Future Work

The following are suggested as areas for future work:

1. Incorporation of asynchronous communication between microengines and core processor using signals and interrupts/callbacks into the MicroACE framework.

2. Development of more extensions to the packet filter application for the microengines.

3. Researching the application’s design issues in higher performance network processors like the IXP2400 and the IXP2800.

4. Researching the simultaneous operation of a number of applications both on the IXP1200 and higher performance network processors, and its implications on application design and resource management.

5. Analyzing and comparing the tradeoffs between pipelining the packet-processing functions by splitting them into different microengines and having as much of the functionality included in one microengine as possible, on both the IXP1200 and the IXP2400. The former approach takes advantage of microengine parallelism to enhance application performance while the latter helps avoid memory latency caused by inter-microengine communication that would happen in case of pipelining.
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APPENDICES

DATA STRUCTURES

APPENDIX A

Relevant Parts of ip_tables_specific.h header file

#define IPT_TABLE_MAXNAMELEN
32 

#define IPT_FUNCTION_MAXNAMELEN
32

#define NF_IP_LOCAL_IN

1

#define NF_IP_LOCAL_OUT

3

#define NF_IP_FORWARD

2

#define NF_DROP


0

#define NF_ACCEPT

1

#define IFNAMSIZ
16

#define IPT_STANDARD_TARGET ""

#define SRAM_ALIGNMENT
4

#define SDRAM_ALIGNMENT
8

#define UENG_ALIGN(x)
(((x) + SRAM_ALIGNMENT - 1) & ~(SRAM_ALIGNMENT -1))

#define IPPROTO_TCP
6

struct in_addr {


__u32 s_addr;
// IP Adresss in the integer form

};

struct ipt_counters {


u_int64_t pcnt;
// Number of packets matched by this rule


u_int64_t bcnt;
// Number of bytes matched by this rule

};

/* IP Header match specifications structure */

struct ipt_ip {


struct in_addr src;

// source IP address


struct in_addr dst;

// dest. IP address


struct in_addr smsk;

// source mask


struct in_addr dmsk;
// dest. mask


char iniface[IFNAMSIZ];
// input interface name


char outiface[IFNAMSIZ];
// output interface name


unsigned char iniface_mask[IFNAMSIZ];

// intput interface mask


unsigned char outiface_mask[IFNAMSIZ];
// output interface mask


u_int16_t proto;

// protocol



u_int8_t flags;

// IP header flags and fragment offset


u_int8_t invflags;

// inverted flags

};

/* TCP header match specifications structure */

struct ipt_tcp {


unsigned short spts[2];
// range of source port number


unsigned short dpts[2];
// range of dest port number


unsigned char option;
// option


unsigned char flg_mask;
// TCP flags mask


unsigned char flg_cmp;
// TCP flags to be set


unsigned char invflags;
// inverted flags

};

/* RULE structure */

struct ipt_entry {


struct ipt_ip ip;

// IP header match specs


unsigned int nfcache;
// unused


u_int16_t target_offset;
// offset of target (verdict) from this rule


u_int16_t next_offset;
// offset of next rule from this rule


unsigned int comefrom;
// back pointer for a user defined chain


struct ipt_counters counters; // counters for this rule


unsigned char elems[0];
// matches begin here.

};

/* Data structure for replacing the filter table */

struct ipt_replace {


char name[IPT_TABLE_MAXNAMELEN]; //name, e.g.e “Filter”


unsigned int valid_hooks;
// hooks(chains) on which table is valid


unsigned int num_entries;
// number of rules


unsigned int size;

// size in bytes


/* offset to the first rule of each chain */


unsigned int hook_entry[NF_IP_NUMHOOKS];


unsigned int underflow[NF_IP_NUMHOOKS];


unsigned int num_counters;
// number of packet/byte counters


struct ipt_counters *counters;



struct ipt_entry entries[0];

// struct ipt_entry begins here

};

/* TABLE data strucure

struct ipt_table {


char name[IPT_TABLE_MAXNAMELEN]; // name, e.g., filter


struct ipt_replace *table;

// actual table data


unsigned int valid_hooks;

// hooks/chains validity


struct ipt_table_info *private;
// this is where the table begins

};

APPENDIX B

Relevant parts of packet_filter_control_block.h header file:

/* The table data structure to be stored in SRAM

   This is the information accessed by the microengines */

struct ipt_table_info

{

        /* Size per table */

        unsigned int size;

        /* Number of entries*/

        unsigned int number;

        /* Entry points and underflows per hook or chain */

        unsigned int hook_entry[NF_IP_NUMHOOKS];

        unsigned int underflow[NF_IP_NUMHOOKS];

        /* ipt_entry tables – the table rules*/

        char entries[0];

};

/* names of interfaces tied to the ethernet ports */

/* This information is stored in scratch memory to be shared with

   microengines */

struct ifnames {


char iface_name0[16];  //e.g. eth0


char iface_name1[16];


char iface_name2[16];


char iface_name3[16];

} *inames;

/* This table is stored in scratch memory */

struct table_info {

/* SRAM physical offset to start of struct ipt_table_info */


unsigned long phys_offset;


unsigned char name[32];
// name of the table (“filter”)

};
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